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DELINQUENT DEBT COLLECTION AGREEMENT
BETWEEN THE
OHIO ATTORNEY GENERAL
AND

City of Willoughby Hills

1. PARTIES

1.1.  THIS DELINQUENT DEBT COLLECTION AGREEMENT (this “Agreement”)
is between the Ohio Attorney General (hereinafter “Attorney General”) and

City of Willoughby Hills (“Political ~ Subdivision”), collectively  referenced
hetein as the “Parties.”

1L PURPOSE

2.1. The Political Subdivision has requested that the Attorney General undertake, and the
Attotney General agrees to undertake, the collection of delinquent debt owed to the Politdcal
Subdivision, pursuant to Ohio Revised Code (“O.R.C.”) § 131.02. This Agreement sets forth the
rights, duties and obligations of the Parties and the amounts to be charged, collected and allocated
between the Political Subdivision and Attorney General. This Agreement will become effective in
ten business days once fully executed (“Effective Date™).

III. CERTIFICATION OF DEBT

3.1 The Parties agree that this Agreement shall apply to amounts owed to Political
Subdivision that meet the criteria specified on the attached Exhibit “A” (hereinafter the “Debt™).
The Parties may, from time to time, change the categories of debt to be certified to the Attorney
General by amending Exhibit “A” pursuant to the discretion of the Section Chief of the Collections
Enforcement Section of the Attorney General and Gity of Willoughby Hills of the
Political Subdivision. Such changes to the categories of debt identified on Exhibit “A” shall not be
construed as an amendment or termination of this Agreement.

3.2. Political Subdivision hereby warrants that all Debts certified to the Attorney General
for collection pursuant to this Agreement are or will be legally due and owing to Political
Subdivision at the time of certification.

3.3.  Political Subdivision hereby warrants that it has complied or will comply with all
conditions precedent to the legality of certifying the Debt for collection priot to certifying the Debt
to Attorney General pursuant to this Agreement.
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3.4, Political Subdivision hereby warrants that it has obtained the approval of any person
or entity whose approval is required as a condition to entering into this Agreement. True and
correct copies of any such approvals shall be attached hereto as Exhibit “B.”

3.5.  Political Subdivision shall identify and itemize the amounts owed in any bills or
mailings issued to the debtors prior to certifying the Debt pursuant to this Agreement. Such
itemization shall separately identify penalties, fees, costs and interest, if any, added to the principal
balance of the amounts owed. For all Debt certified under this Agreement, Political Subdivision
shall maintain account records documenting the ptincipal balance of the amounts owed, as well as
any penalties, fees, costs and interest, from the date such debt becomes due and owing to Political
Subdivision until the debt is paid in full, resolved or written off as specified herein.

3.6.  Political Subdivision shall make all account records related to the Debt fully available
to specified Attorney General personnel in order for the Attorney General to actively idendfy and
pursue collection activities. Political Subdivision shall retain account records related to the Debt so
long as the Debt remains outstanding, or until the Debt is resolved or written off as specified herein.

3.7. Political Subdivision agrees and shall forward all payments received on certified Debt
to the Attorney General. In the event that Political Subdivision accepts a debtor’s payment on Debt
certified to the Attorney General, Political Subdivision agrees to promptly nodfy the Attorney
General of the details of the payment, including date, amount, remitter, check or instrument number
and forward the payment to the Attorney General.

38.  In the event that any debtor owing Debt certified to the Attorney General files
bankruptcy or other insolvency proceeding, Political Subdivision shall immediately notify the
Attorney General of such filing. The Attorney General shall cease all collection efforts with regard
to such Debt. Political Subdivision remains exclusively and solely responsible for protecting its
interest in bankruptcy & other insolvency proceedings. Upon notice that Debt certified to the
Attorney General is subject to bankruptcy or other insolvency proceeding, the Attorney General
shall close the affected accounts and such accounts shall no longer be considered to be certified to
the Attorney General. Other insolvency proceeding may include but is not limited to receivership ot
foreclosure.

IV.  ALLOCATION OF FEES AND COLLECTION COSTS

4.1 The client may choose for each account certified to the Attorney General to bear
interest (hereinafter “AGI”) at the annual rate established by the Tax Commissioner under O.R.C. §
5703.47. Upon recovery AGI is paid to Political Subdivision, not to Attorney General. AGI may be
waived, either by Political Subdivision or the Attorney General. Political Subdivision also has
discretion to request that AGI not be assessed as an additional obligation of debtors. If this request
is indicated, the cost of AGI will not be added to the Debt. Political Subdivision may execute the
Setrvice Level Agreement attached hereto as Exhibit “C” to designate the preference of Political
Subdivision as to AGL If no preference is indicated, Attorney General may waive AGI at its
discretion, and the addition of AGI to the Debt will increase the debtors’ obligation. The AGI is in
place of any separate accruing interest of the Political Subdivision on the Debt once certified to the
Attorney General.
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4.2 Pursuant to O.R.C. § 131.02, the Attorney General is authorized to deduct the
Attorney General’s collection cost from all amounts collected, calculated upon all certified amounts
recovered, plus interest and fees acctuing from the date of certification to Attorney General.
Attorney General collection costs may be waived, either by the Attorney General or jointly by the
Political Subdivision and the Attorney General. The Parties agree that the Attorney General will
pass all Attorney General collection costs on to the debtor as an additional obligation of debtor.
The Attorney General collection cost is 10% pursuant to O.R.C. § 109.08.

43 Upon agreement, the Attorney General may also hire third party vendors to collect
claims for Political Subdivision and to pay such third party vendors for their services (“TPV Fees”)
from funds collected by them. Political Subdivision may execute the Service Level Agreement
attached hereto as Exhibit “C” to designate the preference of Political Subdivision with respect to
the assignment of Debt to TPVs. If no preference is indicated the Attorney General will assign
Debt to TPVs in accordance with an established assignment strategy. TPV fees shall be paid at rates
set by the Attorney General. The Parties agree that the Attorney General will pass all TPV Fees on
to debtors as an additional obligation of the debtors.

4.4 Upon agreement the Attorney General may appoint special counsel to collect claims
for Political Subdivision and to pay such special counsel for their services (“Special Counsel Fees”)
from funds collected by them. Political Subdivision may execute the Service Level Agreement
attached hereto as Exhibit “C” to designate the preference of Political Subdivision with respect to
the assignment of Debt to Special Counsel. If no preference is indicated the Attorney General will
assign Debt to Special Counsel in accordance with an established assignment strategy. Special
Counsel Fees shall be paid at rates set by the Attorney General. The Parties agree that the Attorney
General will pass all Special Counsel Fees on to debtors as an additional obligation of the debtors.

4.5 Political Subdivision may execute a different Service Level Agreement for each
category of debt cerdfied pursuant to this Agreement, and each Service Level Agreement shall be
attached as additional pages of Exhibit “C.”

4.6 Political Subdivision may change or terminate the Service Level Agreement(s)
attached hereto as Exhibit “C” upon appropriate written notice as specified therein, and any change
or termination of the Service Level Agreement(s) shall not be construed z2s an amendment or
termination of this Agreement,

V. DISBURSEMENT PROCESS/PAYMENT OF COLLECTION COSTS

53l On a weekly basis the Attorney General shall disburse to the Political Subdivision the
full amounts collected on the Debt minus any applicable collection costs or fees as outlined herein.
The Political Subdivision and Attorney General shall have the authority to settle or compromise any
account in the Debt which is agreed upon by the Political Subdivision and Attorney General as
payment in full based on the best interests of the Parties. At the time of the Attorney General’s
disbursement to the Political Subdivision, the Political Subdivision will receive the amount collected
minus the Attorney General’s collection costs and any applicable TPV Fees or Special Counsel Fees
pursuant to this Agreement.
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52 The Parties agree that court cases and judgment liens shall not be dismissed or
deemed satisfied without the Political Subdivision’s consent that all the fees have been paid by the
debtor liable for costs under the court case and/or judgment lien.

53 Disbursements to the Political Subdivision of amounts due hereunder may be
made via state check or by Automated Clearing House (“ACH”) deposit, at the Attorney
General’s discretion. Political Subdivision acknowledges that the Attorney General prefers
to remit all payments by ACH deposit, and Political Subdivision agrees to execute an
ACH payment authorization in accordance with the form attached hereto as Exhibit “D”
within thirty (30) days after the Effective Date of this Agreement.

VL. CERTIFICATION AND CANCELLATION OF DEBT

6.1.  Political Subdivision will certify only Debt to the Attorney General which is past
due and final, in accordance with O.R.C. § 131.02(A).  O.R.C. § 131.02 provides that the
Attorney General and Political Subdivision may determine an appropriate time beyond the
regular 45-day requirement to certify delinquent debt. Such exceptions may be made as the
Attorney General and the Political Subdivision mutually agree are approptiate.

6.2.  The Parties acknowledge and agree that O.R.C. §131.02 empowers the Attorney
General to, with the consent of the chief officer of an entity teporting a debt, cancel the debt
or cause the same to be canceled. O.R.C. § 131.02(F)(2) provides a general statute of
limitations of forty (40) years from the date of certification to collect claims. O.R.C. §
131.02(F)(1) allows the Attorney General to cancel uncollectible claims earlier, with the
approval of the Political Subdivision. Political Subdivision may execute the Setvice Level
Agreement attached hereto as Exhibit “C” to designate the preference of Political Subdivision.
If no preference is indicated, the write off period will be fifteen (15) years after the date of
certification. Exceptions revising the write off period for specified claims or categories of debt
may be agreed to by the Attorney General and the Political Subdivision as amendments to the
Service Level Agreement, and such amendments shall not be construed as an amendment or
tetmination of this Agreement.

VII. CONFIDENTIALITY

7.1.  Any confidential debtor information made available to Attorney General in
the course of performance of this Agreement shall be used only for the purpose of carrying
out the provisions of this Agreement pursuant to the Attorney General’s statutory obligations.
Additionally, the Attorney General shall not sell any debtor information to any third partes.

VIII. LIABILITY

8.1.  Each Party shall be responsible for its own acts and omissions and those of
its officers, employees and agents.
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IX. CHOICE OF LAW

9.1.  This Agreement is made and entered into in the State of Ohio and
shall be governed and construed in accordance with the laws of Ohio, Any legal
action or proceeding related to this Agreement shall be brought in Franklin County,
Ohio, and the Parties irrevocably consent to jurisdicion and venue in Franklin
County, Ohio.

X. COMPLIANCE WITH LAW

10.1. The Parties, in the execution of their respective duties and obligations
under this Agreement, agree to comply with all applicable federal, Ohio and local
laws, rules, regulations and ordinances.

XI. RELATIONSHIP OF THE PARTIES

111, Ttis fully understood and agreed that a Party’s personnel shall not at
any time, or for any purpose, be considered as agents, setvants, or employees of the
other Party.

11.2.  Except as expressly provided herein, neither Party shall have the right
to bind or obligate the other Party in any manner without the other Party’s prior
written consent.

XII. MODIFICATION

12.1. This Agreement constitutes the entire agreement between the Parties,
and any changes or modifications to this Agreement shall be made and agreed to by
the Parties in writing.

XIIl. TERMINATION/EXPIRATION

13.1.  Either party may terminate this Agreement for any reason by giving
written notice, at least forty-five (45) days in advance of the date of termination, to
the other Party via e-mail, facsimile transmission, mail, certified mail or pessonal
delivery to the other Party’s signatory to this Agreement.

132. If there is pending litigation in connection with any Debt,
termination shall not be cffective until the Attorney General tetminates the legal
representation in the litigation matter. The Attorney General shall be compensated
for Debt collected and received prior to termination. The Parties agree to cooperate
s as to effectuate a speedy and efficient transfer of the wortk to Political Subdivision.
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XIV. SIGNATURES

14.1. The Parties may submit their signatures to the Agreement in counterparts, which
taken together will constitute a valid enforceable Agreement. Facsimile or copied signatures shall be
considered valid and enforceable.

IN WITNESS WHEREOQF, the Parties hereto have caused this Agreement to be executed,
as of the day and year last written below.

ACCEPTED AND APPROVED:
City of Willoughby Hills

Date
OHIO ATTORNEY GENERAL
DAVE YOST
B}"I >
Lisa J. Iannotta Date

Section Chief
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DELINQUENT DEBT COLLECTION AGREEMENT
BETWEEN THE
OHIO ATTORNEY GENERAL
AND

City of Willoughby Hills

EXHIBIT “A”

The Parties agree that the following categories of debt may be certified to the Attorney General.
All debt must be final with a minimum ptincipal amount of $100.00.

Examples of Categories of Debt to be certified:

(2) Statutory fees as assessed by a Political Subdivision;

(b) Civil court costs; and

(c) Criminal court costs so long as the defendant is not incarcerated on the date the debt is certified.

(d) Debt must be declared final with no chance of appeal or no future changes to the amount of the
debt sent to the Attorney General for collection purposes.

(e) Debt from a school system must be as a result of a contractual agreement.

Examples of Categories of Debt NOT to be certified:

(a) Debt that is against a juvenile.

(b) Debt against a presently incarcerated individual.

(c) Debt that is involved in a bankruptcy, rental or foreclosure action.
(d) Debt from any type of udlity.

(e) Debt resulting from code enforcement violations.

(£) Debt that results from a red light camera violation/ citation.

PLEASE NOTE: THE ATTORNEY GENERAL’S OFFICE RESERVES THE RIGHT TO
DECLINE ACCEPTANCE OF ACCOUNTS BASED ON QUANTITY, VALUE, OR DEBT TYPE
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PLEASE LIST THE TYPE OF DEBTS YOU WILL BE CERTIFYING TO THE

ATTORNEY GENERAL’S OFFICE:

Life Force Billings (as determined to be uxyesncollectable by their efforts)




“Exhibit A

ORDINANCE NO. 2019-42

Page 9 of 28

DELINQUENT DEBT COLLECTION AGREEMENT
BETWEEN THE
OHIO ATTORNEY GENERAL
AND

City of Willoughby Hills

EXHIBIT “B”

The Delinquent Debt Collection Agteement Between the Ohio Attorney General and

City of Willoughby Hills , executed by

b ]

,on is hereby ratified and approved.

POLITICAL SUBDIVISION AUTHORITY (L.E. COUNTY COMMISSIONERS, COUNCIL)

Date

Date

Date

POLITICAL SUBDIVISION LEGAL AUTHORITY (LE. PROSECUTOR, LAW DIRECTOR)

Date
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DELINQUENT DEBT COLLECTION AGREEMENT
BETWEEN THE
OHIO ATTORNEY GENERAL
AND

City of Willoughby Hills

EXHIBIT “C”
SERVICE LEVEL AGREEMENT

The following Service Level Agreement is made between the Attorney General of Ohio,
Collections Enforcement Section (“AGO™) and City of Willoughby Hills (“CLIENT"),
collectively referenced herein as the “Parties”. CLIENT authorizes and the Parties to this Service
Level Agreement agree to the following (if no line is checked, the Parties’ agreement is
indicated by asterisk, which is the default agreement):

Attorney General Interest I:l AGO is granted the authority to add AGI to the
(AGI) amount owed by the debtor to be paid to the client (sec section
IV (4.1) of the Debt Collection Agreement.

AGI I:_I AGO is NOT granted the authority to add AGI to the
amount owed by the debtor to be paid to the client.

If AGI is to be added AGO is granted the authority to waive AGI*
I::, CLIENT and AGO jointly waive AG Interest

Write Off Period: 15 years*
Years (insert number of years)

Third Party Vendor: l:lAGO will forward uncollected Debt.*
I:IAGO will not forward uncollected Debrt.
Special Counsel: |:AGO will forward uncollected Debt.*

EAGO will not forward uncollected Debt.

Either Party may terminate this Service Level Agreement for any reason by giving written notice, at
least forty-five (45) days in advance of the date of termination to the other Party, via e-mail,
facsimile transmission, regular U.S. mail, certified mail or personal delivery to the other Party’s
signatory to this Agreement. Regardless of the termination of this agreement, CLIENT is still legally
obligated to certify its outstanding Debt pursuant to the Delinquent Debt Collection Agreement
between the Parties, until that Agreement is separately terminated. This Service Level Agreement
shall remain and continue in full force and effect unless modified or terminated in writing,
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IN WITNESS WHEREOF, the Parties hereto have caused this Service Level Agreement to

be executed, as of the day and year last written below.

ACCEPTED AND APPROVED:
City of Willoughby Hills

Date

OHIO ATTORNEY GENERAL
DAVE YOST

By:

Lisa J. lannotta Date
Section Chief
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Office 614-466-5272

OHIO AT I'ORM.Y CGENERAL Fax 614-644-2055

150 East Gay Street, 20 Floor

Form ITSSEC03 Rev. 01-15-2019 Columbus, Ohio 43215

. ‘ D AVE YO ST Information Technology Services

Office of the Chief Information Officer

www.OhioAttorneyGeneral.gov

Ohio Attorney General Non-Employee Network Access Policy
Acknowledgement

This Ohio Attorney General (“AGO”) Non-Employee Network Access Policy Acknowledgement (the
“Acknowledgement”) sets forth the policies and procedures for network use by all non-AGO personnel and
their employers accessing the AGO’s network (each a “User”).  Any violaton of this Policy may result in,
among other penalties and liabilities, immediate removal of User access to all AGO systems and notification
to the User’s employer of the violation. The AGO may temporarily suspend or block a User’s access to an
account when it appears reasonably necessary to do so to protect the security of the AGO network or to
protect the AGO from liability. All Users will be held personally responsible and liable, to the fullest
extent of the law, for actions in violation of this Policy.

I. NETWORK ACCESS POLICY
In order to comply with Ohio law and to ensure the security and integrity of AGO network resources (e.g.
routers, switches, servers, workstations, ptinters, etc.), the User shall:

*  Acknowledge he/she has been provided with and will comply with the provisions of this Policy;

® Utlize the AGO’s netwotk resources and any information/data provided therefrom for authorized use
only;

* Immediately notify the AGO of any proven or suspected unauthorized disclosure or exposure of any
AGO data or of information ot identity theft;

* Immediately notify the AGO if a Security Event has occutred or if suspicion of a Security Event has
been identified. A Security Event includes, but is not limited to:

o Any abnormality in the environment that could lead to a compromise of the system integrity or
result in disclosure of data,

0 Hack attempts,

¢ Malware,

o Changes in security infrastructure,
o System failures,

o Compromised uset accounts, and
o Lost/stolen laptop or media.

® Promptly notify the AGO of the date of separation if User leaves the employer or if access to AGO
networks, applications, systems and/or AGO data is no longer required. Access to the AGO network
may be rescinded for failure to provide such notice;

® Take all reasonable precautions to prevent the dissemination of User's credentials by any means,
including, but not limited to, not sharing the Uset’s username and password, not writing down the
username and password, etc.;

® Create a password in compliance with the AGO password criteria set forth below. The AGO reserves
the right to change the password critetia from time to time. Compliance with the AGO password criteria

Page 1 ot 4
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will be enforced via automated password authentication or public/private keys with strong pass-phrases.
The AGO password criteria are as follows:

0 Minimum 12 characters,

0 Mustinclude 3 of the 4: a-z, A-Z, 0-9, and special characters,

0 Passwords will require being reset based on level of access at the AGO’s discretion,
0 Passwords must be kept securely by the account owner, and never be shared,

¢ Passwords must not contain sequences 01, 123, abc, etc.,

o Passwords must not contain properly spelled dictionaty words, and

0 Passwords must not be directly identifiable to the user (e-g. social security number, date of birth,
spouse’s name, username, etc.),

Password history will be retained for 24 changes to ensure unique passwords. Inactive accounts will be
disabled at 90 days, and removed at 120 days. Usets of accounts that reach 120 days of inactivity must
reapply for an account.

Comply with all applicable network or operating system restrictions, whether or not they are built into
the operating system or network, and whether or not they can be circumvented by technical means;

Comply with all federal, Ohio, and any other applicable law, including, but not limited to: Internal
Revenue Service Publication 1075 which is based on United States Code Title 26, Section 6103; Ohio
Revised Code Chapter 1347; the Health Insurance Portability and Accountability Act of 1996 (“HIPAA™)
and the associated omnibus rule to modify the HIPAA Privacy, Secutity and Enforcement Rules; and the
Health information Technology for Economic and Clinical Health (“HITECH™) Act; and

Comply with all applicable contracts and licenses.

User shall not:

1I.

Move, altet, delete, copy, or otherwise change any information/data stored or contained on the AGO
network without express, written authorization by the AGO (e.g. a written agreement, scope of work, or
approved vendor quotation).

Leave a computer that is logged into the AGO network unattended for any period of time unless it is
secured in such a way that the computer cannot be used by any other individual (e.g. sign-off procedure,
password protected screen saver, etc.);

Make paper, electronic, or any other copies or reproductions of any AGO information/data or licensed
matetials, regardless of how the information/data or materials were obtained, without prior authorization
from the AGQ;

Use a username other than the User’s own;

Share any information/data gained through use of AGO networks with anyone outside the AGO
without prior authorization from the AGO.

USER’S UNDERSTANDINGS

User understands that any User who engages in electtonic communications with people or entities in
other states or countries, or on other systems or networks, are on notice that they may also be subject to
the laws of those other states and countries and the rules and policies of those other systems and

Page 2 of 4
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netwotks. User is responsible for obtaining, understanding, and complying with the laws, rules, policies,
contracts, and licenses applicable to their particular uses.

e  User understands that the confidentiality and privileged nature of AGO files and information/data must
be respected and protected. User understands that the AGO retains the right and has the capability,
among other security measures, to review, audit, or monitor the User’s directories, files, e-mails (both
sent and received) to ensure maintenance of information/data integrity. User also understands that the
AGQO has the right to remove or destroy unauthorized materials found on AGO nerwotks and to
terminate the User’s relationship with the AGO for breach of this Policy.

®  User understands that, among other secutity measures, the AGO makes backup copies and stores User
information. User activities are therefore not private and User content is potentially stored on AGO
servers. User also understands that the AGO is subject to public records disclosure and to discovery
requests and that the Uset’s activities and information may be released pursuant to a public records or
discovery request.

e User understands that all Users and their employers will be held responsible and liable to the fullest
extent of the law for actions while using the AGO’s network resources.

User Acknowledgement
By signing below, you, as a User, acknowledge that you have read and understand this Policy, and you, the

User, agree to comply with the terms of this Policy.

Printed Name of User: _Chris Knapp Title: CEO
User’s Employer: Contract End Date:
User’s Phone Number: 800-770-4767 x101 User’s E-mail: CHRIS@LIFEFORCEMANAGEMENT.COM

Requested Period of Access:
From: To:

Application or resources requested:

(Client view, VPN, Collections PayPortal, etc): COMPASS AND CLIENT VIEW

Public 1p: 98.100.93.194

User’s Signatute: Date:
Account Identity Control Information (1): (mother’s maiden name, etc.)
Account Identity Control Information (2): (first car owned, etc.)

The above Account Identity Control Information will be used to identify you in the event that you have lost
ot do not remember your account ID or password. The User must provide two unique pieces of information
as a shared secret with the AGO to verify your identity when account resets and other services that require

Page 3 of 4
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identity verification are needed. It is the User’s obligation to provide and secute these shared secrets in the
same manner that is required for account credentials.

Employer Acknowledgement

By signing below, you, as the User’s employer, acknowledge that you are a duly authotized representative of
the User’s employer able to bind the employer to the terms of this Acknowledgement. By signing below, you,
as the User’s employer, also agree that access by the employer may be rescinded at the discretion of the
AGO, with prior notice, if the employer fails to take reasonable precautions, as defined above, to avoid a
breach of this Policy and/or to ensure that the employer’s Users do not breach this Policy.

Printed Name: Robect M, Weaer pye M AYOR.
Employer’s Signature: QMM\OQI%{A; Date:

Employer’s Phone Number: 1410 - Ut by

T R
Employer’s E-mail: '"MAy or (2 w\\!m‘i:hla? hilts— oh. gov

Official AGO Use Only:

AGO Contract #:

AGO ITS Work Order Number:

AGOQ issued username;

AGO issued rights:

AGO Chief Information Officer, Chief Information Security Officer, or their designee

Name: Title:
Signature: Date:
Comments:

Page 4 of 4
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i Office 614-466-5272
OHIO ATTORNEY GENERAL Fax 614-644-2055

4 ‘ Information Technology Services
% DAVE l OST Office of the Chicf Information Officer

150 East Gay Stteet, 20t Floor

Columbus, Ohio 43215

Form ITSSECO1 Rev. 01-15-2019 www.Ohior\ttomcyGencral.gov

Ohio Attorney General Products and Services Standards of Conduct Policy
User Acknowledgement

The purpose of this Acknowledgement is to ensure that any individual (the “User™) accessing products and
services of the Ohio Attorney General (“AGO™) (including all AGO network services and data which may
include, but is not limited to, FTPS, e-mail, source data, database services, and user account management
("Products and Services”)) on AGO electronic networks become familiar with and acknowledge awareness of
this Standards of Conduct Policy (the “Policy”) when connecting to the AGO network from any host to
utilize AGO Products and Services. This Policy is designed to minimize the AGO and the State of Ohio’s
potential exposure to damages which may result from unauthorized use of AGO Products and Services. Such
damages include, but are not limited to, the loss or dissemination of sensitive or confidential data, loss or
dissemination of intellectual property, damage to public image, and damage to critical AGO internal systems.

and Services and notification of the violation to the User’s employer signing this Policy in conjunction with
the User. All Users will be held personally responsible and liable, to the fullest extent of the law, for
actions in violation of this Policy.

This Standards of Conduct Policy must be followed at all times. Therefore, all Employers and Users shall

¢ Utlize AGO’s network resources, applications, systems and any information ptovided therefrom for
authorized use only.

® Take reasonable precautions to ensure that the computer used to connect to AGO Products and Services
is secure and free of malicious code. Examples of reasonable precautions include, but are not limited to;

© Endpoint protection (e.g. anti-malware, user controls, etc.),

©  Perimeter protection (e.g. firewall, Host/Network Intrusion Detection System, Host/Network
Intrusion Protection System, Demilitarized Zone, Universal Threat Management, etc.),

o Audit logs,

o Adequate physical security for data and systems,

©  System monitoring and auditing of the logs,

©  Incident response policy, and

0 Data safeguarding procedures appropriate for the type of data and access.

*  Protect against improper access, use, loss alteration ot destruction of any AGO data. Examples of this
protection include, but are not limited to:

© Never sharing an account,

o Reporting if the User has more access than needed,

0 Lock or log out of workstations when not actively using them,

0 Ensure workspaces are set Up to prevent passersby from viewing any information,
©  Only using data or access to the data for the express authorized purpose,

©  Preventing the introducton of malicious code,

Page 1 of 5
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o Ensuting data is backed up or replicated, and
o Ensuring data is not copied or does not leave the work environment.

Promptly notify the AGO if a Security Event has occurred or if suspicion of a Security Event has been
identified. A Security Event includes, but is not limited tor

o Any abnormality in the environment that could lead to a compromise of the system integtity or
result in disclosure of data,

o Hack attempts,

o Malware,

0 Changes in security infrastructure,
o System failures,

¢ Compromised user accounts, and

o Lost/stolen laptop or media.

Promptly notify the AGO of the date of separation if User leaves the employer or if access to AGO
netwotks, applications, systems and/otr AGO data is no longer required. Access to AGO Products and
Setvices may be rescinded for failure to provide such notice.

Create a password in compliance with the AGO password criteria set forth below. The AGO reserves
the right to change the password criteria from time to time. Compliance with the AGO password criteria
will be enforced via automated password authentication or public/ private keys with strong pass-phrases.
The AGO password criteria are as follows:

o Minimum 12 characters,

o Mustinclude 3 of the 4: a-z, A-Z, 0-9, and special characters,

©  Passwords will require being reset based on level of access at the AGQ’s discretion,
©  Passwotds must be kept secutely by the account owner, and never be shared,

0 Passwords must not contain sequences 01, 123, abc, etc.,

0 Passwords must not contain propetly spelled dictionary words, and

¢ Passwords must not be directly identifiable to the user (e.g. social security numbet, date of birth,
spouse’s name, username, etc.).

Password history will be retained for 24 changes to ensure unique passwords. Inactive accounts will be
disabled at 90 days, and removed at 120 days. Users of accounts that reach 120 days of inactivity must
reapply for an account.

Comply with all federal, Ohio and any other applicable law, including, but not limited to: Internal
Revenue Service Publication 1075 which is based on United States Code Title 26, Section 6103; Ohio
Revised Code Chapter 1347; the Health Insurance Portability and Accountability Act of 1996 ("“HIPAA™)
and the associated omnibus rule to modify the HIPAA Privacy, Security and Enforcement Rules; and the
Health information Technology for Economic and Clinical Health (“HITECH™) Act.

Comply with all applicable contracts and licenses.
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USER’S UNDERSTANDINGS:

User understands that any Users who engage in electronic communications with people ot entities in
other states or countties, or on other systems or networks, are on notice that they may also be subject to
the laws of those other states and countries and the rules and policies of those other systems and
netwotks. Users are responsible for obtaining, understanding, and complying with the laws, rules,
policies, contracts, and licenses applicable to their patticular uses.

User understands that the AGO retains the right, and has the capability, among other security measures,
to review, audit or monitor the User’s directories, files, e-mails (both sent and received), as well as
Internet usage to ensure maintenance of system integrity. User also understands that User’s access to the
Products and Services is subject to termination for breach of this Policy at any point.

User understands that, among other security measures, the AGO makes backup copies and stores User
information. User activities are therefore not private and User content is potentially stored on AGO
servers.  User also understands that the AGO is subject to public records disclosure and to discovery
requests and that User’s activities and information may be released pursuant to a public records or
discovery request.

PROHIBITED ACTIVITIES:

Users shall not engage in illegal, fraudulent, or malicious conduct on ot while accessing any AGO
Product or Service.

Users shall not provide an AGO Product or Service login or password to any petson or entity for any
eason.

Users shall not leave a computer unattended that is connected to AGO Products or Services for any
perod of time unless it is secured in such a way that the computer cannot be accessed by any other
individual (e.g. sign-off procedure, password protected screen saver, etc,).

Users shall not engage in conduct on or while accessing any AGO Product or Service that is beyond the
scope of the User's AGO authorized access, including access governed by a Memorandum of
Understanding, contract ot retention agreement, if applicable, for which AGO access is granted.

Usets shall not monitor or intercept the files or electronic communications of AGO employees ot any
other third parties.

Users shall not attempt to test, circumvent, or defeat the secutity systems of the AGO or any other
organization, of access or attempt to access the AGO’s or any other organizations’ systems without prior
authorization from the AGO.

Users shall not provide anyone access to AGO Products and Services.

Users shall not provide anyone access to or disseminate any AGO information, regardless of whether or
not it is considered confidential or public, and regardless of how the information was obtained, without
prior authorizaton from the AGO.

Users shall not make paper, electronic, or any other copies of any AGO information, regardless of how
the information was obtained, without prior authorization from the AGQ.
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User Acknowled gement
By signing below, you, as a User, acknowledge that you have read and understand this Policy, and you, the
User, agree to comply with the terms of this Policy.

Printed Name of User:_Chris Knapp Title: CEO
User’s Employer: Contract End Date: N/A
User’s Phone Number: 800-770-4767 User’s E-mail: CHRIS@LIFEFORCEMANAGEMENT.COM

Requested Period of Access;
From: To: N/A

Application or resources requested:

(FIPS, Edisp, Livescan, ete.): FTPS

Public 1p: 98.100.93.194

User’s Signature: Date:
Account Identity Control Information (1): (mother’s maiden name, etc.)
Account Identity Control Information (2): (first car owned, etc.)

The above Account Identity Control Information will be used to identify you in the event that you have lost
or do not remember your account ID or password. The User must provide two unique pieces of information
as a shared secret with the AGO to verify your identity when account resets and other services that tequire
identity verification are needed. It is the User’s obligation to provide and secure these shared secrets in the
same manner that is required for account credentials.

Employer Acknowledgement

By signing below, you, as the User’s employer, acknowledge that you are a duly authotized representative of
the User’s employer able to bind the employer to the terms of this Acknowledgement. By signing below, you,
as the User’s employer, also agree that access by the employer may be rescinded at the discretion of the
AGO, with prior notice, if the employer fails to take reasonable precautions, as defined above, to avoid a
breach of this Policy and/or to ensure that the employet’s Users do not breach this Policy.

Printed Name: 10ber & M. We L Tite: ___M Ayor.
Employer’s Signature: QM W \L)Ql}‘zb\. Date:

Employer’s Phone Number: 90 Gy bl Iy

: = ~ i
* Employer’s E-mail: NRyo- (@ Wi M ouUgh b‘]t"\‘ Us- oh '.fja\"
7 g +
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AGO issued rights:

AGO Chief Information Officer, Chief Information Security Officer,

or their designee

Printed Name; Title:
Signature: Date:
Comments:
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: D AVE YOST Collections Enforcement

R e 150 East Gay St., 21 floor
OHIO ATTORNEY GENERAL Columbus, Ohio 43215
LGC@OhioAttomeyGeneral gov

Local Government Debt Collections Business Rules

®  Account Certifications
o Certification files are completed by the client using the Local Government Collections
(LGC) Template — MS Excel format,

o Certification files are to be submitted to the Attorney General’s Office (AGO) securely
using FTPS (Secure File Transfer Protocol).

6]

The client will need to have internet access to certify accounts to the AGO and to
access the ClientView and Compass software to monitor their payments and accounts.

o All debt must be final with a minimum principal amount of $100.00

o The AGO reserves the right to decline accounts based on volume, monetary amount or
debt type.

® Examples of Categories of Debt to be certified:
o Statutory fees as assessed by a Political Subdivision;
o Civil court costs; and
o Criminal court costs so long as the defendant is not incarcerated on the date the debt

is certified.

o Debt must be declared final with no chance of appeal or no future changes to the
amount of the debt sent to the Attorney General for collection purposes.

o Debt from a school system must be as a result of a contractual agreement.

® Examples of Categories of Debt NOT to be certified:

o Debt that is against a juvenile.

o Debt against a presently incarcerated individual.

o Debt that is involved in a bankruptcy, rental or foreclosure action.
o Debt from any type of utility.

o Debt resulting from code enforcement violations.
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e Life of a Debt

o Debt will be worked by the AGO in-house local debt collectors up to 150 days or
longer if a payment plan has been setup with the debtor and debtor remains in
compliance. The AGO will confirm debtor contact information, send out a series of
automated collection letters and make a series of collection calls to the debtor.
Pursuant to O.R.C. §131.02, the AGO will assess a 10% fee to each account (AG
collection fee) and the cost will be passed to the debtor. The 10% AGO fee will be
taken from each payment made on an account.

o Upon mutual agreement, accounts can be assigned to an external vendor (Third Party
Vendor) for additional collection efforts lasting up to 180 days subsequent to the
AGO collection efforts. The 180 days may be extended if debtor is on a payment plan
and in compliance. In addition to the AGO collection fee, an additional fee would be
added to the account for this service and the cost will be passed to the debtor.

o Upon mutual agreement, external private attorneys (Special Counsel) can be assigned
the debt for up to two years. In addition to the AGO collection fee, an additional fee
would be added to the account for this service and the cost passed to the debtor.

o On any accounts where the debtor’s driver’s license is being held by a court or there
is an active warrant, the AGO will only accept sure funds (money order, certified
check etc.) for payment of the debt. The AGO will then notify the client of the
payment in full by the debtor.

o If social security numbers of the debtor are provided, the debt may also be subject to
a possible state income tax refund capture and/or lottery offset for up to the full
amount owed, including interest, subject to O.R.C. §§ 5747.12 and 3770.073. Ifthe
debtor owes money to the Ohio Department of Taxation or any state entity, any Ohio
tax refund capture or Ohio lottery capture will be paid to those debts first,

o The client may choose on their Memorandum of Understanding to only use the AGO
to attempt to intercept their debtors’ state income tax refund but not engage in active
collection of their accounts. In this case, it will be necessary for the AGO to send out
one letter to the debtor upon the certification of the account explaining that we are
attempting to take any state income tax refund due them. If the debtor contacts the
AGO to make payment in full, the AGO will take the payment and notify the client.

o Local debt will not be combined with any state debt owed for collection purposes.
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o The AGO collection process is driven by the AGO account number assigned to that
debt. AGO collection letters and collection phone calls are made relative to that
specific account number. If a debtor owes debt to multiple local jurisdictions,
payment will be accepted according to the account number he/she is responding to as
the result an AGO letter or an AGO phone call.

o Clients may request, and the Attorney General may consider, on a case by case basis,
alternative collection strategies (i.e. timeframes) on how the client’s debt portfolio is
collected.

o The AGO will not file liens or judgments or release any previously filed liens or
Jjudgments on any debt certified for collections.

e  Archive or Write off of Debts

o Client may choose to write off debt by their indication on their Service Level
Agreement.

o Accounts can also be closed and returned to client upon request.

¢ Payment Processing and Accounting Issues:
o Collections payments to the client will be remitted weekly, via ACH.

o Clients can view the payment reports that correlate with their weekly ACH payment
on the AGO’s Compass website.

o Collections paid with certified funds (i.e. cashier’s check, money order) will be paid
to the client the following week. Collections paid with a personal check are held
eight business days and paid the week following the release of the eight day hold.

¢ Direct Payments:

o Please make sure that you are referring any debtor wanting to make a payment on an
account for which we are collecting to us. The debtors can be instructed to call us at
888-871-8838 or pay by internet at www.OhioAttorneyGeneral.gov/business/pay.
Their payment can also be mailed to: Ohio Attorney General P.O. Box 89471,
Cleveland, Ohio 44101-6471. They will need to include their Attorney General
Account number to ensure that the payment is being posted to their account.
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o If on the rare occasion you inadvertently accept a payment on an account we are
collecting on, please send the payment the check or money order received from the
debtor directly to our accounting section with the account number on it to:

Ohio Attorney General Collections Enforcement
Accounting Section

150 East Gay St., 20th Floor

Columbus, Ohio 43215

o Referring any debtor to us to make a payment helps us keep our records clean and
casy to audit. It will also prevent us from intercepting someone’s state income tax
refund erroneously, such as when a payment taken by your office has not been noted
on our system. If your staff does take a payment from a debtor, kindly let us know
immediately and forward the payment to us for processing. If we intercept their state
tax refund and issue payment to you causing an overpayment on the account, we will
contact you and request that you refund the amount back to the debtor.

¢ Reversals

o Occasionally, there may be payments made to you by our office that need to be
reversed. This happens because, after the payment was issued to you, it came to our
attention that the debtor’s check had non-sufficient funds, there was a posting error or
an alleged fraudulent payment. We do hold personal checks for eight days before
posting them to an account to allow for this but, occasionally, we are not informed by
the bank until after the eight days have passed and you have been sent the payment.

o When a payment made to you needs to be reversed, our system subtracts the

amount of the payment to be reversed from the next payment to be made to you.
Because our system is automated there is no way to let you know that one of the
payments made to you needs to be reversed.

o However, you are able to identify accounts that have a reversal by viewing your
ClientView payment report.

Note:
. A payment for an internet personal check will be indicated with the code of IPC.

2. A payment for an internet personal check that was reversed will be indicated with
the code EIPC (See Reports Section below).
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e Reports

o Compass software provides access to electronic reports, documents and scanned
images relative to your accounts both in PDF or TXT format.

o Full debt inventory is available at the request of a unit supervisor or manager.
o Monthly archive reports and bi-annual write-off reports are provided upon request.

o All clients will have access to ClientView software to view their account data and
notes placed by the collectors.

Please contact Jennifer Zap at Jennifer.Zap@ohioattorneygeneral.gov.
Direct: 330-884-7519
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wt) DAVE YOST

OHIO ATTORNEY GENERAL

Client Information Questionnaire

Collections Enforcement
150 East Gay St., 21st flr. Columbus,
Ohio 43215
Email: LGC@QhioAttorneyGeneral.gov
614 466-4510

Welcome to The Ohio Attorney General’s Office, Collections Enforcement Section.

We are very excited about the opportunity to serve your collection needs. Please assist us
by completing and returning this form, so we can better understand your collection needs
and expectations. Thanks for considering the Ohio Attorney General's Office as a business
partner.

1. What type of debt would you like us to collect for you? Please list and describe.
Life Force Management's Ambulance Billing for the City of Willoughby Hills.

2. Would you like our office to charge interest (Attorney General Interest or “AGI”) on
your accounts? The AGI would begin accruing upon certification of the debt to our
office and would replace any interest that would otherwise accrue on the account. The
interest would be paid to you when the balance is paid in full by the debtor.

No. Do not charge interest.

Do you currently use a third party collection vendor? What collection efforts have been
made on your accounts before they will be referred to the Attorney General’s Office
for collection?

Life Force Management is our Third Party collection vendor and has recommended
the Ohio Attorney General Program to us.

(9%}

4. Do you have the ability to transfer data via FTP (File Transfer Protocol)?
Yes. Life Force Management will be providing this service to transfer accounts.

5. Do you have IT personnel to assist with the certification process or do you contract
with an IT vendor? Please provide the name; email address and phone number of your
internal IT contact personnel or external IT vendor.

Yes, Life Force Management will be providing this IT service. Their information
should already be on file with OAG.

6.  After the Attorney General’s internal collection efforts have been exhausted, do you
want our office to send your accounts out to outside collection vendor that the Attorney
General’s office contracts with for additional collections?

No.
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After the Attorney General’s internal collection efforts have been exhausted, do you
want our office to send your accounts to a private attorney (“special counsel”) that the
Attorney General’s office contracts with for additional collections?

No.

Will the accounts you will be certifying to us have liens or judgments on them?
No.

Will any of the accounts you will be sending the Attorney General’s Office for
collection purposes involve restitution?
No.

Will the court have held drivers licenses or have active warrants on any of the accounts
you will be sending to the AGO for collection?
No.

Are you interested in the Attorney General’s collection section using the Department of
Taxation’s state tax refund offset program to capture additional payment for your debt?
Yes.

Are you interested in the Attorney General’s collection section using the Ohio Lottery
offSet program to capture payment of your debt?
Yes.

If s0, both offset programs require that you provide us with social security numbers for
your debtors. Can you provide social security numbers on your debt to be certified?
Yes.

Are you interested in ONLY using our office to capture state tax refunds and lottery
offsets to collect your debt with no other active collections on your accounts?
No.

Do you have the ability to accept payments from the Attorney General’s office
electronically (i.e. ACH)?
Yes.

What is your anticipated timeline for turning your debt portfolio over to us for
collections?

Our anticipated timeline will be determined by Life Force Management, after their
collection efforts have been exhausted: but we anticipate that will be after the account
has aged 120 days.

Are there any special concerns or issues with respect to the debt portfolio you would
ask us to collect?
No.

Finally, please provide your name, e-mail address and telephone number so we may
contact you for further discussion.
Robert M. Weger, Mayor — 440-946-6614 mayor@willoughbyhills-oh.gov

Please return this form to Jennifer Zap at: J ennifer.Zap@ohioattorneygeneral. gov,

or for questions call 330-884-7519.
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L Policies and Procedures Automated Clearing House (ACH) Processing —I

Ohio Attorney General
Collections Enforcement Section

I (we) hereby authorize the Ohio

institution listed below, and, if necessary, initiate adjustments for any transactions credited/debited in error. This authority will
remian in effect until Ohio Attorney General's Office is notified by me (us) in writing to cancel it in such time as to afford the Ohio
Attorney General's Office and the Treasurer of State of Ohio a reasonable opportunity to act on it.

Attorney General's Office to initiate entries to my (our) checking/savings accounts at the financial

Client Name [cm( OF WILLOUGHBY HILLS

Client Address }35405 CHARDON ROAD

City ‘WtLLOUGHBY HILLS State ]OH ' -~ Zip Code ’44094

Accounting Contact Information
Name fﬁrgpﬂk.I%richacghk,Finan“cF‘Directgn.' e Name Pawn Sngq‘?({lAssistant Fi”f“f‘,‘? Direct?lr_r‘
email Vfrraljkbrich;;lek@wi[!g.ughbyh_i.!lf-oh.gg.y‘_ email dawn;nlyqer@wlg‘i!fylﬂlghbyhills—oh.gov
FhoneNumber | +1(@440)9186731  Phone Number B, .ol

Financial Institution Information

Financial Institution Name

HUNTINGTON BANK

Financial Institution Address

36505 EUCLID AVE.

City WILLOUGHBY

State !OHIO Zip Code ]44094

Financial Institution Account Type Checking

Financial Institution Routing Number {041000153

Financial Institution Account Number 101669726915

Signature of Authorized Signer i 6%

These numbers are located on the bottom of your check as follows:
1234456789 123456789101112
Routing Number Account Number

Policy Date: April 15, 2011



